In line with the overall trend individuals' personal affairs, too, are composed of digital records to an increasing amount. At about the same time, the era of local storage in end-user equipment is about to give way to remote computing where data resides on third party equipment (cloud computing). Once information, and even the most personal one, is no longer stored on personal equipment the relationship between individual users and their digital assets belonging to them is becoming increasingly abstract. This contribution focuses on the implications of cloud computing for individuals' unpublicized digital records. The question to be answered is whether-taken together-the progressing virtualization and the disruption of physical control produce a backslide for individual positions of rights. The article introduces the legal treatment of users' digital personal records and how a technical transformation in combination with disparate legal protection and prevailing commercial practices are bound to impact the distribution of rights and obligations.
INTRODUCTION
In line with the overall trend towards virtualization, individuals' personal affairs, too, are composed of digital records to an increasing amount. Today, everybody keeps digital records of photos, agendas, contracts, transactions, diaries, etc., which are no longer filed away and kept as physical artefacts, visible in our homes becoming more sleek and minimalist. At about the same time, the era of local storage in end-user equipment is about to give way to remote computing where data resides on third party equipment.
Untying users' personal records data from the hardware essentially facilitates users' mobility who can now access their information across multiple devises. This trend is reinforced by a new hardware generation thin clients that are designed to seamlessly interact with virtual capacity at a remote location. Individual consumers migrate to cloud-based services that are offered to them by their devise manufacturer or service provider, ready to use and in the most basic version even free of charge. This is modern, this is the future and in some aspects this is beneficial for individuals being relieved from cumbersome backing-up procedures and data losses from hardware failure for example. However, once information, and even the most personal one, is no longer stored on personal equipment the relationship between individual users and the digital assets belonging to them is becoming increasingly abstract.
This contribution focuses on the implications of cloud-based services for individuals' digital personal records which used to sit on our desktop but are now in the custody of a third party.
1 The question to be answered is whether-taken together-the disruption of physical control and cloud services' commercial propositions produce a backslide for individual positions of rights that is not properly understood. This article introduces the legal treatment of users' unpublicized data at rest in the cloud and how a technical transformation in combination with disparate legal protection and prevailing commercial practices are bound to impact individuals. As information can be subject to various legal regimes this legal patchwork is likely to produce disparate levels of protection and even gaps where no protection is afforded. The issue is arguably reinforced by commercial practices that favour the service provider as a result of which individual users are likely to be the most disenfranchised.
Despite of the growing body of legal literature on cloud computing the particular angle of individual consumers' personal records residing in cloud-based services has received only very sporadic attention. A large body of legal research and policy documents on cloud computing discusses business consumers as cloud clients as a reflection of the economical relevance of business-to-business transactions. 2 For that matter, individuals as end users of cloud computing are facing different legal issues compared to organizations and businesses. The remainder of the literature shows how sector-specific laws would apply in situations where individual users provision themselves with cloud services. Notably, the QMUL Cloud Legal Project 3 conducted relevant legal research in relation to cloud computing and its outputs contribute important pieces to the legal puzzle. Apart from contract law 4 the sector-specific regimes pertaining to data protection 5 and consumer protection 6 in the European Union (EU) have received much scholarly attention. This research takes a unique perspective when exclusively focusing on individual consumers as cloud users and assessing the transformational impact of cloud sourcing on individual consumers' information's legal protection.
The article proceeds as follows: it first lays the basis for understanding the transformations personal record-keeping practices have undergone that culminate now in individual consumers increasingly using cloud services. In a next step consumer-facing cloud services are briefly introduced covering, inter alia, demand and supply factors. Against this backdrop the issues of security, control and privacy receive attention from the perspective of individual consumers of cloud services which is contrasted with the contractual arrangements that characterize consumerfacing cloud computing today. The article then turns to legal protections afforded in EU law to individual consumers' personal records in the custody of the cloud service providers before presenting notable policy initiatives at the EU level followed by the conclusion.
THE TRANSFORMATION OF PERSONAL RECORD KEEPING
In order to set the scene this section briefly introduces the notion of personal records before it considers the transformations personal record-keeping practices have undergone. Every individual holds a variety of personal records for private purposes that fulfil different functions in private life. These functions can be broadly distinguishedin, on the one hand, personal documentation and management, and on the other hand, ideational items and intellectual explorations in the widest sense. 7 Under the first category fall copies of certificates (eg birth, IDs), other biographical records (eg education and employment history), copies of contracts and transactions and also personal agendas, for example. The second category assembles private memories and other content (eg diaries, private correspondence and images), and the output and input of intellectual explorations (eg creative expressions, personal libraries of books, music and films). Obviously, there is no uniform collection of personal records but they differ from one to the other as a reflection of individuals' diversity.
FROM PHYSICAL ARTEFACTS TO DIGITAL FILES AND INTO THE CLOUD
In order to appraise the transformation induced by technological progress it is helpful to pause for a moment and look back to personal records in the era of physical artefacts. Until recently, paper has by far been the predominant carrier of information in addition to other mainstream analogue storage media, such as magnetic tapes. At the end of the 20th century, in virtually every segment of life, digitalization has been transforming the way how individuals generate, obtain and keep their personal records. The conversion of any type of analogue source into binary code only describes the technical processes underlying digitalization, the transformative powers of which are deep and far reaching for society and individuals alike.
Personal computing and other digital end-user equipment produce digital personal records. Capable digital cameras that are included in smart phones and tablets and also available as stand-alone devises are mainstream consumer equipment today with which individuals generate massive amounts of digital images and videos. 8 Books, music and movies are now digital content that is licensed to individuals for personal use instead of acquiring property of the chattel. 9 Standard application software on personal computers, such as a word editor or a spreadsheet software, supports individuals in many activities of their personal life as a private user, citizen and consumer. New applications, such as agendas, contact lists and other utile functionalities diversify the reliance on digital methods to personal organization.
The step from digital records to cloud computing is closely linked to the latest evolution of personal computing 10 that is characterized by the centralization of computing power away from local hardware clients. 11 The cloud epithet is used as shorthand to describe a computing model where storing, processing and use of data takes place on remotely located computers accessible over the Internet. 12 This article does not attempt to convey the complex technological background of cloud technology which has been accomplished elsewhere. 13 For now it suffices to understand that as a consequence of a wider technological paradigm shift personal records too started to migrate from local hardware to online storage and individuals can now use online applications instead of locally installed software. What is of interest to this research is not primarily the generative change of the format in which information are captured, but how the transformation to remote computing impacts on the relationship between individuals and their digital personal records. Even though a carrier medium and therefore physical infrastructure remains necessary, information today can behave ephemeral and volatile. What used to reside in the domestic sphere is now detached from its source and can now even live outside of personal hardware and physical spheres of influence. However, social practices and legal norms were evolving against the backdrop when information were annexed to a chattel not anticipating the abstraction induced by the move towards remote computing. 14 
CONSUMER-FACING CLOUD SERVICES
Several mutually reinforcing trends stimulate the take-up of consumer-facing cloud services. Cloud-based storage, also known as online backup service, offers an easy means to come to terms with consumers' growing storage needs, mainly due to digital photography and video. 15 In 2014, a Eurostat survey found that already a fifth of the EU population made use of cloud storage to save files of pictures, documents, music, videos or others. 16 According to an industry forecast, by 2018 more than 79 per cent of Western European Internet users will use cloud-based storage compared to only 39 per cent of Internet users in Central and Eastern Europe. 17 It is estimated that by 2016 consumers will be storing a third of their digital content in the cloud, which is up from just 7 per cent in 2011. 18 As a benefit, consumer-facing cloud services reduce one-off costs for hardware and software licenses; in many instances their cloud-based equivalents are as a basic version even free of charge. 19 The vast majority of EU users, ie 88 per cent, today sign-up for free cloud-based storage, only 1 in 10 users opts for paid services.
20 This is possible because the individual capacity needs of consumers are still comparatively small whereby cloud technology slashes the costs of supply. For service providers it is commercially viable to operate a freemium business model on part of the cloud-based storage in order to attract individual consumers to their platform or as an add-on to online services.
Other consumer-facing online services provide functionalities that facilitate the creation and processing of personal records. Such is the case with remotely hosted standard application software that is taking over from similar applications that used to run on local hardware. The 2014 Eurostat survey finds that 12 per cent of the EU population use online software for editing text, spreadsheets or presentations. 21 With 23 per cent young people aged between 16 and 24 years are more avid users of such online software.
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The other compelling feature of cloud computing is that it facilitates access to services and data across multiple connected devices. 23 In Western Europe, a consumer and Internet user has an average of six devices which is why the ability to sync the same content and deliver personalized services across multiple devices is crucial.
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This is why new generation consumer equipment, operating systems and online services increasingly integrate cloud computing into their systems and service platforms. 25 This development goes hand in hand with radically reduced local storage capacity of end-user devices, creating so-called thin clients that function like windows to applications and content, and thus need to interoperate with the cloud. 26 Thin clients that are often much cheaper than their thick counterparts are thus further diffusing individual consumers' cloud computing.
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INDIVIDUAL CONSUMERS' INTERESTS AFFECTED BY CLOUD SOURCING In sheer numbers individual users are certainly the largest group that is already directly (eg consumer cloud storage) or indirectly (eg web-based standard application software) serviced with cloud computing. As individual consumers, they are using online services downstream of cloud computing infrastructure that are conceived for mass-market adoption and offer a ready-to-use functionality. 28 Hence, individual end users are not concerned with the underlying resources which are managed by the service providers, respectively. What this implies for the position of individual consumers to preside over the personal records belonging to them is examined further below. In the literature security, control and privacy are frequently raised issues with cloud computing, which are also reflected in empirical research.
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A 2011 survey of US consumers found that half of all respondents shared some level of concern about who owns the data in the cloud and just below 40 per cent about security and privacy of the data. 30 Likewise European consumers are concerned about privacy and security of cloud sourcing according to aforementioned Eurostat survey which can amount to a barrier for take-up of consumer-facing cloud services.
31 From those individuals who use the Internet but not cloud services even though they are aware of such services, 44 per cent cited concerns about privacy and security for their abstinence from cloud-based services. 32 But also for individual users of cloud services privacy, security and data location remain their main concerns (43 per cent) according to a different survey of 2012. 33 The following sections on security, control and privacy offer some background of the multifarious issues and risks for individual consumers of cloud services. It should be noted, however, that these issues are somewhat overlapping since security, control and privacy are jointly tackling how individual consumers can retain the primacy over their own personal records when they are residing in the cloud.
Security
As with any information handling technology there are a range of specific security risks associated with cloud computing which can affect individual consumers' personal records. Not all risks are new, eg hardware failure and malware, and they may actually decrease when individuals rely on cloud services which are in general better versed with technical security. 34 New risks, however, arise in the sphere of the service provider when using cloud-based services. Risks of cloud computing are commonly assessed through the lens of the information security triad, ie which risks would affect the confidentiality, the integrity or the availability of the data residing in the cloud.
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They could be compromised not only by accident, human error or a malicious attack but also in the event of a cloud service provider's exit. Instead of exercising a full risk assessment some examples can illustrate best the specific risks of cloud computing that are external to consumers. 36 Service outages for instance temporarily affect the availability of access to the data and unsaved data may get lost. 37 The most critical node for security, however, is the authentication mechanism through which cloud clients can effectuate remote access to their data. 38 In the recent past, many popular cloud services had to admit that their authentication was breached which had led to the adoption of more secure authentication mechanisms. Public awareness of cloud security risks certainly surged when in 2014 personal images of celebrities leaked online which hackers could obtain from a public cloud storage service.
39
Much less known are so-called colocation risks which arise from multiple clients' sharing the same infrastructure in a public cloud. 40 In technical terms, this is called multi-tenancy which offers a good image for the colocation of many clients' data that characterizes many consumer-facing cloud services today. 41 Colocation risks can be realized as a failure to isolate a client's data from other users, thus compromising confidentiality. 42 But also in other contexts, different client's accounts, which share the same (virtual) infrastructure, may be affected by a summary approach, for example public authorities seizing infrastructure or ordering the shutdown of a service. Control When individuals store or create personal records in cloud-based services this inevitably produces arrangements in which control over the data is shared between the individual and the service provider. The service provider who has effectively moved in between the individual and her data is now in the position to intermediate this relationship. At its most basic, when personal records reside with a third party and bare of any means of physical control an individual's relationship vis-à-vis her data is now abstract. 44 All control and verification is derived from the service provider. 45 A client can, for example, instruct the service to delete data but cannot influence how thoroughly this is executed, which depends on the implementation by the service provider. 46 Typically, a client of public cloud services would not know the actual location of the data nor how many copies there are. 47 Let alone that any control is highly transient given the dynamic use of cloud computing capabilities. 48 Policy literature and some authors frame the cloud users' loss of control as a problem of 'information ownership' or 'data sovereignty'. 49 In the context of individual consumers of cloud services there are certain overlaps with the privacy interest discussed below, but in addition connoting that the user to whom the data belongs should ultimately be in control. Conceptually though, both, 'information ownership' and 'data sovereignty' are not recognized in the law and widespread perceptions of property and ownership on part of the users do not find a corresponding legal basis. 50 Nonetheless, it signals a possible gap between the intuitive perceptions of an allocation mechanism that would assign rights over the data belonging to the user of cloud services to the user. In truth, however, much of the exact arrangements depend on the contract between the cloud service provider and the individual consumer which is further elaborated below.
A sensitive moment for exercising control over the data arises whenever a service relationship ends no matter if this happens planned or unexpected. In the case of a bankruptcy or following the termination of a cloud-based service by the provider the ability to recover the data on part of the individual client may be thwarted. Without a reasonable data preservation period individual clients risk to forego the ability to retrieve their data before it is erased. 52 Another unresolved issue is how cloud clients can move data from one service provider to another. Data portability is not a standard feature of consumer-facing cloud services today which can render migrating the data to a new service a very laborious task. Individuals thus risk lock-in of their data with a service provider which can effectively limit their ability to switch to another service provider. 53 
Privacy
Outside of protecting against security breaches the intermediation by the service provider can pose new risks of intrusion into individual consumers' privacy. Even though individual consumers' also use cloud-based services to share content with others they expect their service provider to respect the privacy of their content. Unfortunately, most surveys do not differentiate the privacy concern emanating from the intraservice relationship from situations that are more broadly characterized as security breaches. For the time being, most providers' consumer cloud storage services limit themselves to processing the individual consumers' content insofar as it is necessary to render the service, but retain certain rights to access and use necessary to comply with legal requirements.
This situation may, however, evolve subject to service providers' commercial interests and as far as legally permissible. Essentially, consumer-facing cloud services could share the faith with other popular online services in which the commodification of individuals' data is much further progressed. 54 Some authors warn against the risk of exploitation of cloud-sourced data of individual consumers especially at the onset of big data applications. 55 The question thus arises to what extent EU individual consumers would be protected under the law against disenfranchising commercial practices of cloud service providers.
From what was described above when confronted with any of these risks for their data residing in the cloud, individual end users are not very well positioned to act without the service provider. It must be conceded that the potential security risks could be outweighed by the relative security advantages of cloud-based services. By contrast, individual consumers' control and privacy interests are clearly a function of the operations and commercial practices of the cloud service provider. Contractual arrangements that are biased to unilaterally favour the service provider would only compound the issues with control and privacy in consumer-facing cloud services. The next section reviews how in view of the commercial practices today rights, obligations and risks are allocated between the individual consumer and the provider.
CLOUD SERVICE CONTRACTS FOR INDIVIDUAL
CONSUMERS The contract between the service provider and individual consumer that governs the cloud service relationship is commonly referred to as terms of service. The terms of service are binding between the parties and allocate responsibilities and rights in respect of the service. 56 Albeit the terms of service of consumer-facing cloud offerings by different service providers are diverging in detail, there are a number of commonalities where commercial practices are converging. Important differences, however, can stem from the relevant jurisdiction and regulatory framework in which a specific cloud service operates.
The terms of service can work two ways: where they place adequate contractual obligations on the service provider they can be a means to mitigate the risks associated with cloud computing and produce a fair allocation of rights and responsibilities. Conversely, the terms of service can also be used to exclude as much as possible the service provider's liabilities and responsibilities, including certain regulatory obligations insofar as they can be written-off or manipulated to better correspond with the interest of the service provider. 57 In that case, the contractual arrangement would serve to reinforce the client's dependency from the service provider and thus only entrench the loss of control over her data.
Standard terms of service
Consumer-facing cloud services are almost always subject to standard terms of service which are unilaterally stipulated by the service provider. 58 Individual consumers are prompted to accept the terms of service when they sign up for cloud services ('Take it or leave it'). 59 This lack of negotiation power vis-à-vis the service provider creates an asymmetry that can be readily exploited by setting conditions to their favour, in particular, to exclude liabilities, limit obligations and restrict clients' rights.
60 Available surveys on standard terms of service of public cloud service providers confirm that it is common practice to leverage the contract as much as possible to shield the service provider from their customers' claims. 61 To the end Bradshaw, Millard and Walden observe that:
[A] number of providers of consumer-oriented cloud services appear to disclaim the specific fitness of their services for the specific purpose(s) for which many customers will have signed-up to use them. 62 Not only that the individual consumers bear the security risks of cloud computing that are external to them, but the service provider also retains extensive discretion during the service relationship and of its termination. In general, service providers reserve themselves the right to unilaterally change the standard terms of service either subject to advance notice but in some cases not even that. 63 In its 2014 study of the terms and conditions of seven most popular cloud storage services in Norway, the Norwegian Consumer Council criticized that one service could unilaterally change the terms of service without notice and to immediate effect and none assumed any warranty against data loss. 64 With some variations, the terms of service of the largest public cloud service providers foresee that the service can be terminated at any time without giving a valid reason. 65 Some cloud storage services' standard terms of service make an explicit statement about the ownership over the data which they receive. 66 Nevertheless such statements should not be taken at face value to produce the effect that under all circumstances individual consumers' personal records are never accessed and used by the service provider. To the contrary, most cloud service providers do retain some rights to review users' files. To this extent the terms of service cover or link-in second-tier policies of the cloud service provider, notably the acceptable use policy and the privacy policy that carve out rights of access to and use of the consumers' data on behalf of the service provider. 67 
Access and use rights
In practice, the terms of service of several major cloud services grant themselves a worldwide license to use the customer's data for enumerated purposes that can extend to third parties involved in the provision of the service. 68 At present, these purposes are oftentimes limited to rendering the service and to use the data to improve it, but in addition also comprises legal obligations that service providers have to comply with. Examples are removing copyright infringing content after a notice by the rights holder and complying with disclosure authorities under applicable national laws. 69 Notwithstanding the lawful nature of such access and use rights, their existence exemplifies that the intermediation of personal records supersedes individual customers' control.
Beyond the purview of legal obligations, service providers can leverage their own interests to access and use individual consumers' personal files. In 2014, the Norwegian Consumer Council criticized two services for obtaining licenses to use the content beyond what is necessary for the operation of the service and to comply with legal obligations. 70 In one instance that covers a bundle of online services, including the provider's web email and cloud storage service, the terms of service provide for the automated analysis of the users' content for a range of purposes, including tailored advertisement. 71 Robison differentiates three distinct categories of terms of service agreements that allow varying degrees of authority over a customer's data:
1. Explicit authority to access a customer's data for marketing purposes. 2. Vague authority to access a customer's data for purposes beyond the primary services. 3. Explicit prohibitions against accessing a customer's data for any purpose other than providing a specific service.
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The concern would be that more consumer-facing cloud services from the bottom category could move to the top when they start mimicking the example of other popular online services. According to their business model online services are marketed as free, while consumers' information are the input for the actual revenue-making activities, predominantly through personalized online advertisement. 73 It would be relatively easy for service providers to expand the purposes for which they can 69 Microsoft's general service agreement of 11 June 2014 states: ' . . . but we also deploy automated technologies to detect child pornography or abusive behavior that might harm the system, our customers, or others. When investigating these matters, Microsoft or its agents will review Content in order to resolve the issue'. access and use clients' data through subsequent unilateral modifications of the terms of service. It is, thus, important to clarify the extent to which this is possible in EU law pertaining to data protection and consumer protection.
Privacy policies Privacy is an emphasized attribute of most standard terms of service and adjacent policies of public cloud services. Cloud providers' privacy policies, however, are only partially conclusive about the level of privacy they afford since they do not override the exceptions already contained in the terms of service and the acceptable use policy (and sometimes repeat them). In general, privacy policies do not create additional responsibilities in relation to the individual consumers' content received under the cloud-based service. Providers of cloud services are especially not introducing any relationship that would give rise to a fiduciary duties vis-à-vis the data it receives from clients. 74 Certain service providers' privacy policies distinguish between users' content and other personal identifiable information in connection with the use of the service which are collected and used according to different policies. 75 Other commitments, such as personal data breach notifications, are not (yet) a standard feature of consumer-facing cloud services' privacy policies.
Most contractual arrangements that are unilaterally stipulated by the cloud service providers fall short in achieving a fair balance with individual consumers' interests in security, control and privacy as outlined above. The most noticeable issues are that:
-the best effort approach in the provision of cloud-based services without minimum contractual obligations leave individual consumers to bear specific risks of cloud computing that are external to them;
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-individual consumers are not ascribed effective means to exercise control about essential tenets of data handling and corresponding information duties; -the privacy of unpublicized personal records in the custody of the cloud is presently not adequately protected especially in the relationship with the service provider, notably access and use rights should be strictly limited to what is provided for by law; 77 and -there no (post-)contractual duties that would protect individual consumers against termination by the service provider and prescribe how to orderly recover, transfer or migrate personal records and for how long this must be guaranteed for.
When cloud-based services are to replace local storage on personal consumer equipment the ensuing transformation of personal record-keeping practices should not result in less factual control and legal protection afforded to individual 74 consumers. While there is much focus on security in the present discussion about cloud computing what is often neglected is that service providers pursue own operational interests and commercial strategies that can accrue to fundamental concerns about individuals' privacy and control over their personal records. Especially, the terms of service cannot be left at the sole discretion of intermediaries that receive and manage unpublicized personal records on behalf of individual consumers. The next section introduces the legal treatment of users' unpublicized data at rest in the cloud and interrogates the fitness of the legal protections afforded to individual consumers' personal records. It concisely tackles three pertinent legal regimes: copyright law, EU data protection law and consumer protection law.
LEGAL PROTECTION AFFORDED TO PERSONAL RECORDS
IN THE CLOUD As information individuals' personal records can be subject to various legal regimes in EU and Member States' laws. Depending on the case-specific circumstances, the laws of copyright, data protection and consumer protection can apply to information in a cloud service relationship. 78 As much as possible the legal situation is covered against the backdrop of EU secondary law albeit in order to apply the relevant Directives have to be first transposed into Member States' national laws. 79 
Copyright law
Individual consumers' digital images and videos, writings and other own creations in digital format can be works that receive copyright protection. However, whether a particular work qualifies for protection is a matter of Member States' copyright laws subject to national requirements that vary in some respects quite significantly.
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Provided that certain personal records generated by individual consumers would indeed qualify as copyright protected works they are protected from unauthorized uses. The author can exercise a range of exclusive rights which are harmonized by Directive 2001/29/EC (EU Copyright Directive).
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Most service providers are cognizant of users' intellectual property rights and their terms of service clarify that cloud sourcing copyright protected works does not alter the ownership status of the author. Nevertheless, the standard terms of service are generally also conceived as conferring licenses to perform various acts the author of the work has agreed to when signing up for the service. Certain licenses so acquired are quite expansive where they authorize quasi-unlimited uses, apply worldwide and outlive the service relationship. 82 It follows that even under the privileged circumstances that certain personal records are copyright protected this does not prevent these works from being subjected to a wide range of access and use rights under the service providers' terms of service. Under copyright law, contracts of adhesion are a perfectly acceptable means of authorizing the use of copyright protected works.
It should be noted that individual consumers also make use of copyright protected works of third parties, as for example would be the case for digital books, music and videos, the use of which ideally requires a license from the copyright owner. In this situation, individual consumers of cloud services are not in the position to issue sub-licenses to the cloud service provider and the cloud sourcing as well as any access and use rights should comply from the outset with relevant copyright laws. This is another legal challenge for cloud computing that is outside the scope of this article but discussed elsewhere.
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Data protection law
In order for EU data protection law to afford protection a chain of legal condition must be met. Notably, the data processing in question has to fall inside the scope of application and the cloud service provider should qualify as the controller in the relationship with an individual consumer of a cloud service. Where it applies, EU data protection law places a range of obligations on the controller and individual cloud consumers can invoke data subject's rights. The pending reform of EU data protection law would introduce some important changes in the context of consumer cloud services.
Scope of application
Personal records of individual cloud customers are certainly protected subject matter under EU data protection law pursuant to Directive 95/46/EC (Data Protection Directive). 84 Whether, however, a particular consumer-facing cloud service is falling within the scope of application of the EU Data Protection Directive depends on whether either criteria of its article 4 is met. In order for EU data protection law to apply the cloud service provider has to be established on the territory of a Member State (article 4(1)(a) of the Data Protection Directive) or, where this is not the case, makes use of data processing equipment situated on the territory of a Member State (article 4(1)(c) of the Data Protection Directive). Since cloud services can operate globally some providers which are established outside of the EU territory and do not make use of any data processing equipment within would not be covered by the scope of application of the Data Protection Directive. In addition, individual consumers of cloud services would certainly qualify for the so-called household exemption under the Data Protection Directive. Article 3(2) provides that this Directive shall not apply to the processing of personal data by 'a natural person in the course of a purely personal or household activity'. This in turn raises the question whether instead the cloud service provider can be considered the controller of the personal data it receives from individual consumer. This is not evident across all consumer-facing cloud service providers. While cloud-based application software and the processing of personal data for secondary purposes, 86 such as marketing, would trigger the controller definition, providers of mere cloud-based storage may presently escape the Data Protection Directive.
The latter could be deemed not to be controllers because providing cloud-based storage even on request of individual consumers can fall short of the definition in article 2(d) of the Data Protection Directive according to which it is the controller who determines the purposes and means of the processing of personal data. In the context of business-to-business cloud service relationships, the article 29 Working Party, in its 2012 opinion on cloud computing, designates cloud customers as controllers and service providers as processors even where standard terms of service imply an imbalance of negotiation power. 87 This would, however, result in somewhat paradoxical situation that in order for personal records of individual consumers to be protected by EU data protection law the provider has to process the personal data for other purposes in addition to rendering the cloud storage service.
Obligations of the controllers
In those situations in which EU data protection law applies all personal data processing activities must comply with a set of principles (article 6 of the Data Protection Directive) and meet either criteria of article 7 of the Data Protection Directive that render the processing legitimate. Aside from rendering the very cloud service, all additional access and use rights foreseen in the standard terms of service have to meet a legitimate ground for processing personal data. The controller can, for example, invoke article 7(c) of the Data Protection Directive that permits the processing where it 'is necessary for compliance with a legal obligation to which the controller is subject' as a legal basis for compliance with disclosure authorities and copyright enforcement actions.
Accessing and using personal records for other secondary purposes, such as marketing and tailored advertisement, could however only take place if individual consumers have given their unambiguously consent (article 7(a) of the Data Protection Directive). Article 2(h) of the EU Data Protection Directive defines consent as 'any freely given specific and informed indication of [the data subject's] wishes by which the data subject signifies his agreement to personal data relating to him being processed'. Access and use rights provided for in the cloud service providers' standard terms of service and the privacy policies to which the individual consumer has agreed would not be considered to meet the definition of consent under the Directive. A consent that forms a legitimate basis for personal data processing for secondary purposes would require an opt-in by the individual consumer.
86 Art 29 Working Party (n 2) 8. 87 ibid.
It is worth highlighting that the personal data contained in individual consumer's cloud service can include special categories of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership and the processing of data concerning health or sex life. Article 8 of the Data Protection Directive provides for much stricter requirements for the lawful processing of such special categories of personal data. For many consumer-facing cloud services it can be difficult to ascertain from the outset that individual consumers' personal records do not contain any special categories of personal data.
Data subjects' rights
At the first glance, data subject's rights provided for in article 12 of the Data Protection Directive do not correspond well to the situation of consumer-facing cloud services.
88 Accordingly, data subjects can request from the controller information about the processing of their personal data and demand the rectification, erasure or blocking of personal data, for example where it is incomplete or inaccurate. The right to erasure alone is meaningful in the event of individuals wishing to remove their digital records from a given cloud service. However, without a right to data portability individuals' ability to move their content to another cloud service provider is thwarted. The Data Protection Directive does not confer individuals a right to instruct the service provider which would compensate for the loss of control nor does a duty of confidentiality arise in the relationship between service provider and individual consumer.
Data protection reform
The ongoing legislative procedure for a new EU General Data Protection Regulation that is expected to be passed this year may eventually bring some relief. 89 The scope of application would be expanded to cover controllers or processors even when they are not established in the Union, where their processing of personal data relates to the offering of goods or services to data subjects in the EU, or the monitoring of such data subjects. For the finding that a good or service is offered to data subjects in the EU it would not matter whether a payment of the data subject is required. In other words, the pervasive freemium online services are also unquestionably covered under the new regulation.
Moreover, the draft clarifies that the household exception should not apply to controllers or processors which provide the means for processing personal data for such personal or domestic activities. It was noted that this clarification is important in relation to providers of cloud services for consumers who should not benefit indirectly from the 'household exception'. Last but not least, the new regulation could bring about a right to data portability under which data subjects can request to receive all personal data, which he or she has provided to a controller, and have the right to transmit those data to another controller. 91 Data portability if passed in the new regulation is bound to become a crucial right for individual consumers who wish to leave with their personal records a cloud service provider or migrate to another service provider. According to the latest Eurobarometer survey, two-thirds of the respondents agreed that the right to data portability is very or fairly important. 92 Such right would ultimately help reduce factual customer lock-in with a particular cloud service provider and in doing so stimulate competition between different consumer-facing cloud services. This in turn can actually contribute to raising the bar for freemium services in terms.
Consumer protection law
The body of EU consumer protection law which can apply to different aspects of consumer-facing cloud services comprises three Directives: the Unfair Terms Directive (93/13/EEC) pertaining to consumer contracts, 93 the Unfair Commercial Practices Directive (2005/29/EC) 94 and the recent Consumer Rights Directive (2011/83/EC). 95 These rules are mandatory, thus standard terms of service cannot derogate from EU consumer protection law where applicable. 96 In addition, the ECommerce Directive (2000/31/EC) 97 is to be mentioned although it protects all customers of information society services and not just consumers.
Scope of application
In order for the Unfair Terms Directive and the Consumer Rights Directive to apply, the standard terms of service must qualify as a contract with a consumer. Since this article's focus is on individual consumers' personal records in cloud-based service, the EU definition of consumer would be met. 98 It should be noted, however, that there are quite a few ambiguous situations when individuals are pursuing commercial or mixed activities. 99 In this respect, Member States' national laws differ with some also being applicable to business-to-business contracts and mixed uses. 100 Provided that the large majority of individual consumers of cloud services populate free services, the question arises whether free services are inside the scope of application of the EU consumer protection law and the e-Commerce Directive. EU consumer protection law incorporates the notion of a contract concluded between a trader or seller and a consumer (article 1(1) of the Unfair Terms Directive; article 3(1) of the Consumer Rights Directive). This may actually conflict with the contract law in some Member States which require an exchange taking place between the supplier and the consumer. The Unfair Terms Directive applies to the standard terms of service of cloud services irrespective of whether the consumer pays a price or not.
The e-Commerce Directive defines an information society service as 'any service normally provided for remuneration, at a distance, by electronic means and at the individual request of a recipient of services' (article 2(a) of the e-Commerce Directive in conjunction with article 1(2) of Directive 98/34/EC as amended by Directive 98/ 48/EC). Just recently, the Court of Justice of the European Union (CJEU) resolved that this also 'covers the provision of online information services for which the service provider is remunerated, not by the recipient, but by income generated by advertisements posted on a website'. 101 In addition, the Consumer Rights Directive requires the consumer 'pays or undertakes to pay the price' in exchange for a service (cf 2(6) of the Consumer Rights Directive). The literature discusses whether in some circumstances individual consumers' personal data could be regarded as a price in an exchange relationship with the service provider. 102 However, for consumer-facing cloud services this would aggravate the lack of control and privacy because it implies that the commodification of individual users' personal records is acknowledged barter in exchange for a free service. What could perhaps be argued in the case of freemium consumer-facing cloud services is that only the basic offer is free of charge, but a prospective payment is to be expected if consumers' upgrade to a paid for service. Thus, quite some legal uncertainty persists over the applicability of EU consumer protection law to free consumer-facing cloud offerings.
Where standard terms of service contain a provision on the choice of law that direct judicial review to the laws of a specific jurisdiction, this is likely not to withstand EU consumer protection law. Article 6(2) of the Unfair Terms Directive guarantees that the consumer is protected in spite of a choice of law clause in a contract if she is residing in a Member State. 103 For example, a French judgment against a social networking site invalidated the choice of law provision directing users to the jurisdiction of Delaware, a state in the USA, because the user did not enter into this term with full knowledge.
104 By now, many cloud service providers' standard terms of service direct EU individual consumers to their national jurisdictions.
Transparency and information requirements EU consumer protection law renders an important contribution to the transparency and completeness of information a (prospective) individual cloud consumer receives. Article 5 of the Unfair Commercial Practices Directive requires written terms to be drafted in plain, intelligible language. Article 6 of the Consumer Rights Directive, which applies to any contract concluded between a trader and a consumer, stipulates compulsory information requirements for distance and off-premises contracts. In addition, Article 5 of the E-Commerce Directive obliges the provider information society services to provide a set of general information to the recipients and under its article 10 clear information about the transaction before an order is placed by the recipient of the service.
Many consumer-facing cloud services will also meet the definition of digital content contracts in article 2(11) for which case the Consumer Rights Directive prescribes customized information duties, among others about the functionality and the relevant interoperability of digital content. 105 Information about the functionality should explain consumers how digital content can be used and whether it involves the tracking of consumer behaviour (article 5(1)(g) of the Consumer Rights Directive). Relevant interoperability information requires the provider to set out the hardware and software requirements with which the digital content is compatible (article 5(1)(h) of the Consumer Rights Directive).
Unfair commercial practices
The standard terms of service of consumer cloud offerings, which are unilaterally stipulated by the service provider, can be scrutinized in the light of the Unfair Terms Directive. Standard terms of service are deemed unfair if they contain a term listed in the Annex to the Directive or fail to meet the general clause of article 3(1) of this Directive. It is the legal consequence of an unfair term that it is not binding on the consumer but the remainder of the contract continues to bind the parties if possible (article 6(1) of the Unfair Terms Directive).
Certain common provisions on termination and unilateral changes of the standard terms of service or the service characteristics are actually listed in the Annex of the Directive as prima facie unfair terms (cf lit (g), (j) and (k) of the Annex).
106 For example, the Norwegian Consumer Council submitted a complaint against a popular cloud service provider whose terms allegedly infringe the Unfair Terms Directive and the Norwegian Marketing Act. 107 The contested term concerns the service provider's unilateral right to change the agreement at any time, at its own discretion and without giving users' notice.
Under the general clause a term is regarded unfair if, 'contrary to the requirement of good faith, it causes a significant imbalance in the parties' rights and obligations arising under the contract, to the detriment of the consumer'. 108 Whether standard terms of service of consumer-facing cloud services would carry such a significant imbalance is yet unresolved. While it is under article 4 possible to take into account the nature of the services for which the contract was concluded, it is not possible to incorporate additional considerations, such as the transformation of personal recordkeeping practices and the loss of control on part of individual cloud consumers in assessing the unfairness of a term. Moreover, when cloud services are provided to individual consumers free of charge, an appraisal of the standard terms and conditions may simply not justify higher expectations with a view to the obligations of the service provider.
It is widely acknowledged that the present, highly fragmented legal framework is neither particularly relevant for cloud services nor adequate to protect consumers' personal records in the cloud against risks and disenfranchising commercial practices of the service provider. Alone, data protection law where it applies would require cloud service providers to obtain individual consumers' unambiguous consent for processing personal records for secondary purposes. Some relief can be expected from the EU data protection reform which was clearly drafted having cloud services in mind. In order to come to terms with the fragmented protection under different legal regimes, DLA Piper in their comparative study on cloud computing contracts concludes:
[I]t is highly recommended from a general contracting perspective, in case contracting parties wish to avoid having discussions on rights on content, [to] include provisions on confidential information in the cloud contract.
EU CLOUD COMPUTING POLICY
The European Commission's cloud computing strategy of 2012 is cognizant of the shortcomings of today's legal framework pertaining to cloud computing offerings to individual consumers. 109 Herein the Commission proposes as one key action the development of European model contract terms and conditions in order to create transparent and fair cloud services contracts. The Commission took the stance that such model contract terms will accelerate the take-up of cloud computing by increasing the trust of prospective consumers. The model contract terms intended to cover a range of pertinent issues for cloud consumers that are presently unregulated, notably:
• data preservation after termination of the contract,
• data disclosure and integrity,
• data location and transfer,
• ownership of the data [sic],
• direct and indirect liability change of service by cloud providers and subcontracting.
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While the conclusion of this activity was foreseen for 2013 this is yet to happen. There is actually no commitment as to when the 'safe and fair' model contract terms and conditions would be presented.
CONCLUSIONS
This article focuses on the legal protection of unpublicized personal records that individual consumers place into the custody of public cloud services. It aims to assess the transformational impact of cloud sourcing on the legal protection of individual consumers' information. Against the backdrop of the transformation of personal record-keeping practices, I argue that the disruption of physical control and cloud services' commercial propositions produce a backslide for individual positions of rights. Reed's conclusion that the composite effect of sectoral laws confers 'a level of control over [ . . . ] information which is very similar to owning physical property' does not accurately depict the situation of individual cloud consumers.
Provided that any legal assessment would be highly determined by the case-specific circumstances, sectoral laws applicable to the situation of cloud services seem to produce disparate levels of protection and even gaps where no protection is afforded to personal records. As for the contractual arrangement, the standard terms of service tend to be biased in favour of the service provider and fall short in achieving a fair balance with individual consumers' interests in security and control. While providing for needed transparency and information duties, it is not within the purview of EU consumer protection law to correct a factual development that has led to personal records being intermediated by providers of cloud services. Only from a contract law perspective certain unfair terms would be rectified where they create a significant unbalance in the parties' rights and obligations under the contract. EU data protection law offers some protections, however insufficient, to guarantee individuals' privacy and control over personal records residing in the cloud.
The intermediation of personal affairs is not a new phenomenon. Pre-dating cloud computing, the more traditional information intermediaries, such as mail and telecommunications services, take a similar effect and they are regulated. The secrecy of correspondence and communications is a legal institute throughout Europe, in a range of countries of constitutional value, which protects individuals' communication also vis-à-vis the service provider.
111 What is perhaps a new issue with cloud computing is that there is no comparable legal paradigm that protects individuals' personal records when at rest under the control of a third party.
Not only that legal uncertainties surrounding these issues can undermine the confidence of users and service providers, but consequently, the widespread adoption of these services and the emergence of new business models may also be delayed as a result of an inadequate governance framework. But the lacking understanding of the individual dimensions of the ongoing transformation and its socio-economic and societal impact could be misjudged diverting policy makers and stakeholders attention to issues of privacy and security while there is decisively more at stake.
Future research should be directed at individual cloud customers' fundamental rights at stake and whether data protection law is the adequate legal instrument for cloud-sourced personal records of individual consumers. What is perhaps needed is a new legal paradigm that better corresponds with a virtual private sphere and allocates essential control to individual consumers. As Schneier writes in his latest book Data and Goliath: 112 We need information fiduciaries. The idea is that they would become a class of organization that holds personal data, subject to special legal restrictions and protections. ( . . . ) Perhaps some types of business would be automatically classified as fiduciaries simply because of the large amount of personal information the naturally collect. ( . . . ) Fiduciary regulation would give people confidence that their information wasn't being handed to the government, sold to third parties or otherwise used against them.
While this argument emanated from several US scholars it is not less relevant in the European context this article concludes.
